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Machine Learning on Health
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Private Set Intersection
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A way to solve this problem
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Secure Two/Multi-party
Computation (MPC)

[Yao86, GMW87, BGW88, CCD88]
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Talk Outline

* | What is security in 2PC/MPC?

 Boolean Computation: Yao's 2-party Garbling protocol
* Arithmetic Computation: Secret sharing and Beaver Triplets

« EzPC: Making MPC usable



Two-party Computation Security

Alice should not learn
anything* about Bob’s

input




Two-party Computation Security

What Is
our total

Net worth:
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Two-party Computation Security

Net worth:
X$
FxyWw=Ex+y Alice should not learn fxW=x+y
[anything* about Bob’s}
input; What does Alice
learn?




Two-party Computation Security

Net worth:
X$

cannot prevent Alice
from learning what she

could have learned

about Bob from the

Defining Security:
Alice /learns nothing more than what can be
learned from x and f(x,y)

"Net worth:
Y Y$




Two-party Computation Security

 @§5Netwoﬂh:

Net worth: /& * -

X$ Who is richer?

(l.e., Is X>Y ?)

Alice and Bob learn if X>Y but nothing more



Two-party Computation Security

Alice and Bob execute
a protocol to compute

f(x,y)

Net worth:
X$

s Net worth:
v g

Will Bob learn nothing about x
(other than f(x,y)) even when

he does not execute the
protocol honestly?



Two Kinds of Security -
Semihonest vs Malicious

Net worth:
X$
Semihonest Malicious
* Security g.ugaranteed * | Security guaranteed even
when malicious party fOllO\)MSvhen malicious party does
the protocol honestly not follow the protocol honestly




Secure Multi-party Computation
(MPC)

Similar security notions
Includes a corruption threshold t < n
Semihonest: t parties colluding do not

learn any more information when they
all follow the protocol honestly

Malicious: t parties colluding do not leart
any more information even when they
do not follow the protocol




Talk Outline

* What is security in 2PC/MPC?

. Bl)olean Computation: Yao’'s 2-party Garbling protocol

* Arithmetic Computation: Secret sharing and Beaver Triplets

« EzPC: Making MPC usable



Boolean Computation

* All compute expressed as Boolean circuits (AND, XOR gates)

« Comparison, Bit-shifts etc. are most efficient
when expressed as Boolean circuits

e Multiplication costs O(F?)



Technique for 2 PC - Garbled
Circuits [Yao86]

(Garbled circuit)

Oblivious Transfer
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How to Garble a gate? (E.q.
NAND)

A B @ Alice picks 2 random keys per wire (6 per
aol a, bol b, gate).
NAND ® One key corresponds to 0 and the other to 1.
® IfA =0, then key = a,.
ot
C
A B| C
A B| C
0 01 1 d, by ¢,
O 11 1 a, byl ¢
10 1 d, be Cy
1 1 0] a- b C
NAND Gate Truth Truth Table with eys



How to Garble a gate? (E.q.
NAND)

A B @ Alice picks 2 random keys per wire (6 per
do| @ b, b
o[ % o) gate).
NAND ® One key corresponds to 0 and the other to 1.
® IfA = 0, then key = a,.
ot
C Garbled NAND

A B ¢ Gate

How does Bob evaluate it.a@ bO Cy an( Eb (Cl) )
a@ bl Cl EaO(Eb Cl) )

X
a b C1 Eal(Ebg(Cl))
|

C E (E. (c, alone
%e with Heys (E; (Co))

S will decrypt

This ciphertext




How does a Garbled Circuit
look?

GG, £, (E, (c;B, (E, (¢, (E, (c;Ba (Ep (Co))

GG, £, (E; (h)E (E (hy)E. (E, (h)E (E,(h,))

do,[d; fOr : Jor J1 Decoded to 1 (by
eO‘I ! lo, \

GG, =£, (E, (i)En (E (ih))En (E, (j))En (E. (i)

66, =, (o (o) (Ey (FE, (Eq (R (Eq ()




Technique for 2 PC - Garbled
Circuits [Yao86]

Garblen(s;

(Garbled circuit)

Oblivious Transfer
(PK operations)

éxla X, ?

(Garbled inputs)
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Oblivious Transfer [rabins1, EGLS5]

Learns m,

 Security 1: Alice does not learn b

« Security 2: Bob does not learn m_,



A PIroLtoOCOl TOr Vonvious Irarnsier
(OT) from (special) public-key
encryption

(pko ) pk1)

CO - EncpkO(mO) > Cl — Encpkl(m;)

« Pick (pk,, sk,) and pk,,
Security 1: Alice does not learn b because
pk, and pk, are indistinguishable
Security 2: Bob does not learn m,, because
he does not know sk,

« Decryptc, to learn m,



Where do OTs fit in Garbled
Circuits?

GG, £, (E, (c;B, (E, (¢, (E, (c;Ba (Ep (Co))

GG, £, (E; (h)E (E (hy)E. (E, (h)E (E,(h,))

do,[d; fOr : Jor J1 Decoded to 1 (by
eO‘I ! lo, \

GG, =£, (E, (i)En (E (ih))En (E, (j))En (E. (i)

\ Evaluator Bob must learn keys corresponding to his inj
GG, =£, (E, (f)Ey (E, (f)Eq (E, (f)F (Eq (T)| without Garbler Alice knowing Bob’s input




Putting it all together

Garbler(a:

(Garbled circuit)
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C - No information

Why Is the protocol s

nput

easy)

2
2

(Garbled circuit)

Oblivious Transfer X. X
. 1A 2o Ige
(PK operations) I 2.
. ;;DC

(Garbled inputs) @1

{k




Why Is the protoco

easy)

DT security says
Alice does not learn
Bob’s input and Bob

G

(Garbled circuit)
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proof can show

Why iS the prOtOCO that Bob only learns

one final key and no

other informatigg
easy)

Garbler(;

(Garbled circuit)

Oblivious Trf;msfer X, X, ’ T
(PK operations) K - Sl
(Garbled inputs) @1 ¢
F(X,%) «—— L F(%,%0) w .




Why Is the protoco

easy)

Alice only sees one
final key corresponding
to f(x,, X,)

Garbler(a:

(Garbled circuit)

{k

Oblivious Transfer
(PK operations)

Xl’ XZ |

(Garbled inputs)

2
2




Why is the protocol secure? (Not
easy)

Garbler(:; e
iy Wl : -

informal) security i w
arguments made only - XX, |V
against semihonest
adversary.
 Malicious adversary
protocols more
complex.




Talk Outline

* What is security in 2PC/MPC?

* Boolean Computation: Yao's 2-party Garbling protocs '

* Anithmetic Computation: Secret sharing and Beaver Tri;l»lets

« EzPC: Making MPC usable
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Talk Outline

* Secure Computation for Arithmetic Circuits

 EzPC: Programmable, Efficient, and Scalable Secure
Computation
(applied to private machine learning)



Secure Computation of Arithmetic
Circuits

Arrthmetietcirrentt

* Arithmetic circuits have addition and multiplication
gates

Protocol Summary:
 Alice and Bob start with 2-out-2 secret shares of
iInput



2-out-of-2 Secret sharing scheme
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Input sharing phase

* Each party shares its input with other party

Inplpnpﬁzzsz Inptpnplﬂzzsz
Xy

Yo

Plick xg.1 s-t- X0 + X1 = x ek e br 6 vo 1 =y



Addition gate A E{,}»c
 Each locally adds the shares of input \8 —

aq, by

No
Interactio
N

Compateco = ao + bo Commutes: = a1 + by

o CorretbRessy + c1 = (ap+by) +(ay + b)) =a+b=c
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Multiplication gate Wi ©
* Nieedssetupsuan“asVBdaver”Triplet”
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Secure Comgutatlon Protocols

e Boolean circuits: rbled circuits [Yao], GMW, BMR, .....

(Good for expressing comparisons, bitwise operations,
maximum, etc)

* Arithmetic circuits: Using beaver triplets [Beaver], BGW,
CCD, SPDZ, ..... /. . -~

\ ~ /7 \ P ’/l

- Nz \” \ - /

(Good f(_)_l‘__ef_ h - "‘:",j SR{; 440 _3' S ¥
SREN Very hard for non- S mix of
I crypto experts to <zI1__
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o, for application!
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Talk Outline

» Secure Computation for Arithmetic Circy's

 EzPC: Programmable, Efficient, and Scalable Secure
Computation (applied to private machine learning)

Joint work with Nishanth Chandran, Aseem Rastogi and Rahul
Sharma



Many Challenges in using 2PC

Fiynctioo . Very. har.d for developers to write secure 2PC
applications

* Which protocol is best suited for my
application?
« GMW, Yao, BGW, BMR, ......

* How to express the function efficiently?
* Circuits: Boolean vs Arithmetic

* Most protocols require low circuit level
programming




Our Goal: Democratizing 2PC

* Programmer-friendly platform
* Developer only specifies functionality

Generality: Express arbitrary functionalities

Performance: Automatically choose right circuit
rep.

Scale to practical tasks

 Formal guarantees of Correctness and Security



Current state of affairs

Ilce w, b Option 1

* Program in one of the several DSLs such as
Fairplay, Wysteria, OblivM, CBMC-GC, SMCL,
Sharemind, etc

* Pro: High-level programmer friendly framework
* Pro: Developer is oblivious of underlying crypto
magic

* Cons: Poor performance (single circuit

« Singeccopipliexifzpf 2B gl'rfslrzearf@r er ormance
* ReguiircrArirhetieticwire

NB?@BWWH @Melé'i?éTel‘f’thSeWB?R@ %U%ﬁrf"’é“?ﬁ‘ﬁl“&? rRPfISERIEaHE




Current state of affairs
-

* Program in ABY framework (Demmler et al.
NDSS-15)

* Pro: Uses a combination of Boolean and
Arithmetic circuits
* Pro: Much better performance

* Cons: Not programmer friendly (low level)
 Manually split compute into Boolean &
Arithmetic
* Write corresponding low-level circuits for
each part




Current state of affairs

Option 3

Fuynetifonw ‘x > b
* Design specialized protocols for functions of
Interest

* Pro: Good performance

* Cons: Requires a lot of cryptographic
expertise
 Cons: No generality: Great effort for each

function




SYBECOEE Sk 2P e

0gra abli sScalab ecurity
DSLs like ObliVM, v v X v v
CBMC-GC, etc

ABY X v v X v

Specialized Protocols X X v v v
like MiniONN, etc

Our
EZPC , JA\pproach N , ,



Our tool: EzPC (Easy two-party computation)

EZPT _ 4 N )
Source N . nbl
Compill C++
progra er Code
N - Y N Y
2PC
P «prewes— P
A B
EzPC . EzPC Formal

— Scalabilit—— —— Evaluatio

Source Compiler Guarante

L



EzPC: Source Progran

Flynetifonw ' x > b

 Base types and arr

uint w|30] = inputl();
uint x[30] = input2();
uint b = input1();

uint acc = 0;
for i in [0:30] {
acc = acc + (wli] * x[i]);

}

Output2(acc > b 7 1:
ay;types

 Mathematical operators (+, ¥, >, &,
>>, ....)

'

b

10

0

]

i

//circuit builders for arithmetic and boolean
Circuit* ycirc = s[5_YAO]->GetCircuitBuildRoutine();
Circuit* acirc = s[S_ARITH]->GetCircuitBuildRoutine();

if (role == SERVER) {

//Put gates to read w and b
} else { //role == CLIENT
//Put gates to read x

}

for(uint32_t i = 0; 1 < 30; i++) { //acc = w'x
share * a_t_0 = acirc->PutMULGate(a_w([il, a_x[i]);
a_acc = acirc->PutADDGate(a_acc, a_t_0 );

}

//convert acc and b from arithmetic to boolean
share *y_acc = ycirc->PutA2YGate(a_acc);
share *y_b = ycirc->PutA2YGate(a_b);

share *y_pred = ycirc->PutGTGate (y_acc, y_b);
uint32_t one = 1 :

» share *y_1 = ycirc->PutCONSGate (one, bitlen);

uint32_t zero = 0 :
share *y_0 = ycirc->PutCONSGate(zero, bitlen);
share *y_t = ycirc->PutMUXGate (y_pred, y_1, y_0);

share *y_out = ycirc->Put0UTGate(y_t, CLIENT);
party->ExecCircuit (); >

if (role==CLIENT) { //only to the client
uint32_t _o = y_out->get_clear_value<uint32_t>();

}



EzPC: How the compiler works?

 EzPC source program ABY code

* Problem: Automatically assigns variables and operators to Boolean or
Arithmetic type

* Using cryptographic costs of primitive operators as well as inter-
conversion costs

 Hard problem, can require expglernfial tiirnceI
* Heuristics-based cryptographi : piler
- Hard Constraints: MULT in Arithmetic; GT/COND/BitwiseAND in Boolean

- Soft Constraints: ADD can be either in Arithmetic or Boolean based on
operands

- Minimize inter-conversion cost

- Maintain a mai from variables to available tiies



EzPC: Cryptographic Cost-aware

Compiler

- Hard Constraints: MULT in Arithmetic: GT/COND/BitwiseAND in Boolean

Yo onstraints: ADD can be either in Arithmetic or Boolean based or
operands
uint w[30] = input1(); witnt wi30]) = inpur());
uint x[30] = input2(); wiintt® x[30] = iyt 2));
uint b = inputl(); wiintt®b = it (});
uint acc = 0; wiint® ace =00; .
for 1 in [030] { w fari in [[0:30] {{ Intermediate
uint temp = wili] * x[i]; i tenap =wii] [« ki Program
acc = acc + temp; RGE = ACE tatepIp; (Annotate all
1 }} variables & operators
and insert inter-
Output2(acc > b 7 1: MH%‘BB%G:B =:A,28(acc); conversions)
0); ggureq OUtpht2(@recBB s B 7801 0);



EzPC: Cryptographic Cost-aware
Compiler

- Minimize inter-conversions: Maintain a map from variables to available
share type

uiintace =:(l); wiint® ace =; |

ftarii in [0:30] { ftari in [0:30] {

wint temp =willi] *xK[i); it temp =witfi] *akli];

RGE = ace H-Leunpp; AGE = aee tatepap;

ki D b Intermediate
Hinte =(aee>by 110); wint®aee_B =A2B (acc); Program
0). win? @ =(@sed B b’s b 0);

uint y = acc W[O]

HINE =200 & By it y = aeg&;*mdi%]

Nt 7z = acc & b Hint? z = = agc %

source




EzPC: Scalability

* Program needs to be written as 3%
circuit W,

* Circuit needs to fit in memory

* Unroll the loops (Circuits don’t have

loops)
e Circuit size can be huge (>28 L/_ -
GB) sae=Ra - - BT
AEE-Ka
~ 7

* Secure Code Partitioning
* Partition into P1 and P2
* Need to pass Acc to P2 securely
* Secret-share Acc b/w Alice & Rob

* P2 reconstructs Acc A,‘\e\/ealing Ac(

Alice or Bo
breaks secur




EzPC: Formal Guarantees

. Correctness Source Two-party
 Formulate trusted party semantics rogram Protocol
and protocol semantics PVv>Y P
* For a well-typed P, both l *
semantics Trusted ___ A 7% PBrrotocol
* terminate without errors party @ =  (Q@poemantics
« produce same outputs semantics
 No array index out of bounds
errors



EzPC: Formal Guarantees

 Security
* Semi-honest security against corruption of one party

 Honest-but-curious adversary that follows the protocol faithfully BUT is eager

to learn more

 Eavesdrop on
communication
* Learns nothing
about Alice’s or
Bob’s input
e Corrupt Alice
 Learn nothing about

 Formally reduce security of — Bob’s input (pey?nd
compiler to semi-honest security of | Security of | o/R) | Security o
2PC back- EzPC
2PC back-end (ABY) end orograms
e Security of partitioning scheme




Applications of EzPC to Private Machine
Learning




Secure Prediction using Secure
2PC

e Bob wants to
learn output of
classifier

2PC

&

ML classifier for Medical report Solved by 2PC!

MHAEELS P Data is private . Bob learns
classifier output
only

* Azure learns
nothing about



EzPC: Evaluation

 Demonstrate generality by evaluating EzPC on large variety of benchmarks

In all cases, EzPC protocols BEAT/MATCH performance of state-of-the-art
specialized protocols

Writing benchmarks did not require any crypto know-how
Lines of code (LOC) is proportional to C++ code for describing the
ality

Generic 2PC protocols gives state-of-art performance (if
done smartly)!




Deep Neural Networks

 Many layers; Each layer has
* A linear operation that can be written as a matrix multiplication
* A non-linear activation function such as Maxpool, RelLU, etc
* Matrix multiplication is suited for Arithmetic; non-linear function is suited to
Boolean

* Cryptonets (ICML 16)
 Based on Homomorphic Encryption (HE)

Cryptonets 297




Our Fvaliuiation

Benchmar P.re"-
Time
k
(s)
Naive
Bayes 3.9
(Audiology)
Decision
Trees 0.4
(ECQG)
SecureML 1.1
(MNIST)
MiniONN
(MNIST) 9.4
MiniONN




More ML classifiers in EzPC

*» Softmaorde edess o NMOITSY Nigrhaxarmg max b
*« [DNN oINS 2: cdnvonviohatiomaly ofdbytes) ReIRCE e aBet. 9 BEy vadiedty 99. 2%

accu LAN WAN
(1ms) (40ms)
Time (s) Time (s)

Regressio
n

DNN 30.5 60.3 172
* Bonsai (ICML 17): Much smaller models tor weak IoT devices, reasonable accuracy

 Bormed ke Mtudtd)e Muchnsodaller models for weak 10T devices, reas N2

o el LAN WAN
A Dataset (1ms) (40ms)
Time (s) Time (s)
0.2 0.9

USPS
WARD




EzZPC: In a nut-shell

 Easy to get correct functionality

* Generality and Customizability
 Small change in functionality requires small change in
code

e State-of-the-art performance
* Beats specialized protocols

* Scales to large programs

* Formal guarantees of correctness and security



Future Directions

* Generalize EzPC to more than 2 parties
* Integrate existing MPC protocols to EzPC
* Build new MPC protocols that combine Arithmetic and
Boolean

* Malicious parties?

 Make language of EzPC more powerful
* Enhance the expressiveness of the language with functions
* Better support for floating point operations

* Find other exciting applications apart from private machine
learning
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